
Consolidated Slides from 11-8-18 
Fraud & Cyber-crime Presentations 

• FBI: Threat Analysis Slides Not Provided 
• Internal Control Reviews Summary Report 
• State Auditor: Detecting Fraud (no videos) 
• Evolving Controls 
• Summary of Risks & Tools 
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Agenda  
• 8:30 Opening by Auditor Greg Kimsey 
• 8:35 FBI Cyber Threat Analysis  
• 9:30 Internal Control Reviews, 2018 
• 9:40 Break 
• 9:55 State Auditor Office: Detect Fraud 
• 10:50 Evolving Controls 
• 11:20 IT Progress Report 
• 11:30 Summary of Risk and Tools 
• 11:40 Closing by Mark Gassaway 
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Internal Controls: P&Ps  
• Consider new policies related to “out of band” 

transactions or urgent executive requests  
• An email from an executive’s Gmail or Yahoo account 

should automatically raise a red flag to staff members, but 
they need to understand the latest techniques being 
deployed by the dark side  

• You need authorized emergency procedures that are well 
understood by all 
 



Internal Controls: Exercises & Communication 
• Review, refine and test your incident management and 

phish reporting systems  
• Conduct a tabletop exercise with management, including 

key personnel, on a regular basis  
• Test controls and encourage staff recommendations  
• Remember, online criminals are always changing and 

adapting their sophisticated attacks  
• Are you ready? 



• Clark County Auditor’s Office 
• https://clarknet.clark.wa.gov/audit-services/reporting-losses-thefts 

• Office of the Washington State Auditor- Budget, Accounting 
and Reporting System (BARS) www.sao.wa.gov 

• Association of Certified Fraud Examiners www.acfe.com 

• Case History Applications, Cash Disbursement Fraud, Authorization and Approval (Part 1thru 4)  
• May/June 2008 by Joseph R. Dervaes, CFE, ACFE Fellow, CIA 
• July/August 2008 by Joseph R. Dervaes, CFE, ACFE Fellow, CIA 
• September/October 2008 by Joseph R. Dervaes, CFE, ACFE Fellow, CIA 
• November/December 2008 by Joseph R. Dervaes, CFE, ACFE Fellow, CIA 

• FBI ttps://www.ic3.gov/media/2015/150827-1.aspx 

• Government Technology  
• http://www.govtech.com/security/GT-July-2017-3-Ways-to-Stop-Business-Email-Compromise.html 

• National Public Radio- All tech considered 
• https://www.npr.org/sections/alltechconsidered/2015/09/15/440252972/when-cyber-fraud-hits-businesses-banks-may-not-offer-protection 

 

Resources 

https://clarknet.clark.wa.gov/audit-services/reporting-losses-thefts
http://www.sao.wa.gov/
http://www.acfe.com/
https://www.ic3.gov/media/2015/150827-1.aspx
http://www.govtech.com/security/GT-July-2017-3-Ways-to-Stop-Business-Email-Compromise.html
https://www.npr.org/sections/alltechconsidered/2015/09/15/440252972/when-cyber-fraud-hits-businesses-banks-may-not-offer-protection


Thank you! 

Arnold Pérez, MPA, CFE, CGAP  
Performance Auditor 
Clark County Auditor’s Office 
Arnold.Perez@clark.wa.gov 



CLARK COUNTY 
INFORMATION TECHNOLOGY 
Sheri Rugh 
Technology Services Director  
 



 
Summary of  

Risks and Tools 

Larry Stafford, Audit Services Manager 
Clark County Auditor’s Office 
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